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MHAOEKCALUMA 3NEKTPOHHbIX COOBLLUEHMUHU B XO4E PACCINEAOBAHUA MPECTYMNNIEHUA

NMEYHUKOBA Posanua barayesHa
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um. M.B. llomoHocoBsa
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AHHoTauumsa: CtaTbA NOCBALLEHA BONPOCaM 3MEKTPOHHOM Nepenncky. B HacToALLee BpeMA 3NEKTPOHHAA nepenu-
CKa 3aHMMaeT BaXKHOE MECTO B XXM3HM NoAEN U ABNAETCA Hanbornee NonynApHbIM MHCTPYMEHTOM A/1A obMeHa MHAop-
maumen. NoaToMy aneKTPOHHbIE COOBLLEHNA ABMAOTCA BaXKHOM COCTaBNAOLEN AoKa3aTenbHOM 6asbl.

Bonbluaa 3HaUMMOCTb 3NEKTPOHHOM MEePENUCKU U pacnpoCcTpaHeHne MOOUNbHbIX YCTPOMCTB NPeabABNAIOT BCE
HOBble K HOBble TpeboBaHUA K yueHbIM, OPUCTaM, KpUMUHANUCTam 1 crnegosarenam. TpebyeTcA ocBelleHne 6a30BbixX
0COBEHHOCTEN M CNELMAUKM INEKTPOHHOM NEPENUCKU, a TaK)Ke METOAOB NMOUCKA OTHOCUMbIX COOOLLEHWHN.

CraTbA noceALLeHa MccnenoBaHWio 6OMbLIOIO MacCuBa SMEeKTPOHHbIX COOBLWEHMM nyTem uHaekcaumu. B cratbe
OonucaHbl METOAbI MOMCKa NO 3NEKTPOHHOMW Nepenucke. M3-3a nonynApHOCTM Takoro cnocoba obmeHa nHdopmaumen
9MNEeKTPOHHaA nepenucka MoXXeT ObITb AOBONIBHO OOGBEMHOM M HE BCeraa OTHOCMMOW K NpeaMeTy AoKasbiBaHuA. AnA
TOro UToObl OTFPAHUUNUTL KPYT OTHOCHMMbIX K AOKa3blBaHWUIO COOOLEHUA, HEOOXOAMMO NPUMEHATb MHOEKCALMIO 3MeK-
TPOHHbIX COOBLLEHMI. DTO OANH M3 CNOCOOOB NOMCKA HY>KHOM MHADOpPMaLIMK. MHaeKkcaumnA 3aKntouaeTCcA B MOMCKE Mo
KIntoueBbIM croBam. B ctaTtbe onmMcaHbl MHCTPYMEHTBI M MEXaHU3MbI TaKOro noucka, Heo6xoaumoe nporpammHoe obe-
crieueHne. Takxke onucbIBaeTcA arnropuTtM BbiABNEHUA Hambornee Nones3HbIX OnA NonckKa KrrouyeBbIX CrloB U NOpPALOOK
NPUMEHEHWA TAKOro anropyMTMa AnA COCTaBlEHNA CNMCKa KIKOUEBbIX CII0B CriefoBaTenem.

KnioueBble cnosa: paccnenoBaHve, MHOEKCALUMWA, SMEeKTPOHHbIe COOBLLEHMA, LMPPOBbIE AoKa3aTenbLCTBa, Lmnd-
poBble COOOLLEHMA
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Abstract: The article is devoted to the issues of electronic correspondence. Currently, electronic correspondence
occupies an important place in people's lives and is the most popular tool for information exchange. Therefore, elec-
tronic messages are an important component of the evidence base. The great importance of electronic correspon-
dence and the spread of the use of mobile devices by people places new and new demands on scientists, lawyers,
criminologists and investigators. It requires coverage of the basic features and specifics of electronic correspondence,
as well as methods of searching for relevant messages.

The article is devoted to the study of a large array of electronic messages by indexing. The article describes the
methods of searching by e-mail. Due to the popularity of this method of information exchange, electronic correspon-
dence can be quite voluminous and not always relevant to the subject of proof. In order to delineate the range of mes-
sages related to proof, it is necessary to use indexing of electronic messages. This is one of the ways to find the right
information. Indexing consists in keyword search. The article describes the tools and mechanisms of such a search,
the necessary software. The article also describes an algorithm for identifying the most useful keywords for searching
and the use of such an algorithm for compiling a list of keywords by an investigator.
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Technological progress does not stand still, mo-
dern technical achievements play a big role in peo-
ple's lives. Currently, few people can live without a
smartphone, almost everyone has a social media ac-
count and uses a computer. There has been a trans-
formation from analog devices to digital ones, thus,
some scientists argue about the emergence of a com-
pletely new and specific forensic category — «virtual
traces». Unfortunately, such progress serves not only
good purposes, but also helps to develop crime, cre-
ating new ways and means of committing a crime,
ways of communication and interaction of criminals
among themselves, the interaction of the criminal
with the victim.

One of the results of this transformation was the
increase in information exchange between people
using electronic devices. It's not just about verbal
communication, but about the exchange of thoughts
expressed in a letter — about correspondence. The im-
portance of the information stored in the correspon-
dence cannot be underestimated. Nowadays, people
communicate by correspondence even more often
than live communication. Through electronic mes-
sages, people communicate, arrange meetings and
even conduct business.

Today, the Internet network plays a huge role
in people's communication. Such communication is
also used to commit crimes. We are not talking about
crimes in the field of computer information, but about
absolutely any crime. Attackers plan crimes using the
Internet, communicate and keep in touch with each
other using electronic messages. Electronic messages
contain a large number of forensic important traces
of a crime, which can and should be used in the in-
vestigation, as well as in proving.

Electronic messages are a huge array of informa-
tion. It is quite difficult to find the necessary data in it
that will be relevant to the case. For these purposes,
keyword search or indexing is used. A keyword is
a word that is contained in the desired message or
characterizes it and allows you to find the desired
message. An index is a number, letters, word, or
other combination of characters, a data structure that
contains information about a document (in our case,
a message) and allows you to quickly and accurately
search for the necessary information.

Continuous viewing of messages that have been
compiled for a long time will take a lot of time, may
lead to disruption of procedural deadlines. There-
fore, software tools have been developed to solve
this problem. At the moment, there is no more effec-
tive tool for finding relevant messages than indexing
— keyword search. A keyword is a word that is con-
tained in the desired message or characterizes it, so
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that the message can be highlighted and marked as
having significance for the investigation.

The first stage of the indexed search begins with
determining the circle of persons, e-mail addresses,
correspondence with which may potentially contain
the necessary information. With the help of already
available data, the time interval to which correspon-
dence containing the required information can relate
is limited. After that, there is a search for correspon-
dence directly (with certain persons and in a certain
period of time). The found correspondence is already
being searched by keywords.

The search is carried out using special software.
Firstly, these are commercial software complexes de-
signed for the study of electronic devices in general,
such as AccessData FTK, EnCase, BelkaSoft and Ar-
chivist, Oxiom, BlackBag and others. These programs
have an option to search using keywords, but this is
only one of the tasks. Secondly, these are software
complexes that allow you to search for keywords in
large data arrays and such a search is their main task,
and in addition, they have some analytical functions
with which you can filter files by subject. Such pro-
grams include: ZyLAB, Relativity, Nuix, Ringtone
and others. They are distinguished by the presence
of great features, such as searching in files of various
formats, searching for similar words, etc.

The search takes place as follows: the operator
loads the volume of messages to be examined into
the program, forms a list of keywords, sets them for
search, and then checks the results issued by the soft-
ware tool.

Of course, the software does not perform a primi-
tive search for a combination of letters. For example,
spelling mistakes, unfinished words, synonyms and
consonant words with keywords — all this will be
found. However, the list of keywords itself should be
compiled by a person, in our case, an investigator or
an expert.

Keyword compilation should be carried out in
accordance with the following algorithm:

1. Formulation of the goal. At this stage, an idea
is formed about the actual circumstances that can be
reflected in the correspondence, and which can be
used in proving the case. This stage helps to avoid
unjustified viewing of messages that are not relevant
to the case, which in one way or another is a viola-
tion of the secrecy of correspondence, which should
be avoided unnecessarily.

So, in the USA there is a reservation to the Fourth
Amendment to the US Constitution, which is called
«plain view doctrine» — «open view theory». It allows
police officers to inspect and seize only those evidenc-
es that are in plain sight, or those directly targeted by
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the search. In the case of USA v. Carey [2], the police
had a warrant that provided for their search during
the search of computer files containing names, ad-
dresses, phone numbers related to the distribution of
prohibited substances. During the search, one of the
police officers began to look through all the files on
the computer in general, and found child pornogra-
phy. During the proceedings, the court for the first
time applied the theory of an open view to the search
of a computer and ruled that only those files and
data that are relevant to the event under investiga-
tion should be seized. Part 1 of Article 88 of the Code
of Criminal Procedure of the Russian Federation
contains a requirement on the relevance of evidence.
In the Comments to the CPC, it is said that a sign of
the relevance of evidence in criminal proceedings is
their logical connection with the circumstances listed
in Article 73 of the CPC that are subject to proof, i.e.
with the subject of proof. However, often, the data
array in the correspondence is so large that it can be
quite difficult to identify relevant messages.

In Russian criminal proceedings, information on
devices is often obtained by investigators during an
inspection of physical evidence (for example, an in-
spection of a smartphone). The procedure for such an
inspection does not impose restrictions on the inves-
tigator as to which files he can view and what infor-
mation he can receive. In our opinion, the messages
examined by the investigator should be relevant to
the event under investigation, by analogy with the
US experience. And it is the correct indexing of elec-
tronic messages during the investigation that will
help to limit the range of messages considered by
law enforcement agencies, narrowing them to those
related to the specific information sought.

2. Assessment of available information. At this
stage, the investigator should analyze all the avail-
able information. Special attention should be paid
to names, addresses, phone numbers, nicknames (if
any), the age of the recipients, their education. Also,
a valuable source of data can be interrogation record-
ings or materials of operational investigative mea-
sures that can help establish peculiar speech patterns,
conditional expressions, words used in live speech
by the person whose correspondence is being inves-
tigated. As a result, we get a reasonable idea about
the intellectual level of development of the partici-
pants in the correspondence, about the vocabulary
they use, etc.

3. Comparison of available and required infor-
mation. According to Koldin V.Ya. [1, c. 3], investiga-
tive actions «without an information search model of
the desired and a clear representation of the tasks of
the investigative action, as a rule, do not lead to the

goal, but most often cause tactical harm.» This also
applies to the indexing of electronic messages dur-
ing the investigation process. It is the comparison
and comparison of the available information with the
desired one that will determine the further tasks of
the investigator on the way to the formulation of key-
words. So, for example, the investigator knows that
he does not have enough evidence about the transfer
of a bribe, at this stage he compares the available data
(testimony that the bribe was transferred to a certain
person, documents confirming the performance of
certain actions by a person) with the missing ones
(the amount of the bribe, confirmation of the fact of
its transfer, an agreement on the performance of ac-
tions, the person's ability to perform these actions,
etc.), after which he will get a clearer idea of the in-
formation he is looking for: he will have to find mes-
sages confirming the meeting or agreement. This will
allow the investigator to identify gaps in the array
of evidence and understand whether potential mes-
sages will be able to fill them.

4. Identification of the main words and phrases.
Having determined what evidentiary information
the investigator expects to find in the correspon-
dence, he, to begin with, in general terms, forms a list
of words and phrases that may be contained in the
alleged information, and which indicate the circum-
stances of interest to the investigation.

5. Identification of features and formulation of
synonyms. Modern software is capable not only of
searching for specific words, but also of searching for
messages that include similar words or synonyms.
However, any search for such words is based on the
database of a specific program, which includes words
and their synonyms. Such programs cannot take into
account, for example, all the slang of the criminal
world or certain ciphers. That is why, during the for-
mulation of keywords for the investigator, the so-
cial group to which the addressees of the messages
belong, and even the individual features of the vo-
cabulary of the participants in the correspondence,
phraseological phrases that are used, or can be used
by them, in relation to the event under investigation,
are also of great importance. For example, if we are
talking about indexing corporate email messages, we
should not forget about corporate slang. So, the word
«bribe» in corporate language is often replaced by the
word «kickback», «fit», «kick-back».

6. Formation of the final list of keywords. At this
stage, the investigator, having summarized his ideas
about the terminology used in the correspondence
and its place in the event under investigation, makes
a complete list of keywords, taking into account all
the existing gaps and features.
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The Code of Criminal Procedure of the Russian
Federation provides for the possibility of attracting
a specialist. During the formulation of keywords for
indexing, we suggest not to neglect the involvement
of a specialist, if required. So, it is possible to involve
a data encryption specialist, a linguist or, for exam-
ple, a translator.

Modern indexing software tools are based on
logical search operators. Some, for example, allow
you to search for several keywords simultaneously,
which allows you to exclude possible omissions re-
lated to spelling errors or abbreviations made when
composing the messages themselves, as well as ex-
pand the search by using synonyms. For example, to
search for information about a bribe in messages us-
ing the ZyLAB program, the following keywords can
be used: kickback OR bribery OR «on the paw»...

The indisputable advantage of the ZyLAB pro-
gram is the ability to search for words in embedded
files, including not only text, but also graphic ones.
But, at present, this program is not always available
to employees of the investigative apparatus.

The results of the survey conducted within the
framework of this dissertation research showed that
most law enforcement officials are not familiar with
the concept of indexing electronic messages and do
not apply it in practice. However, there are also those
who are familiar with and successfully use indexing
during the investigation. They use the following soft-
ware: ZyLAB, dtSearch Desktop, Archivist.

Search by keywords in electronic correspon-
dence can be carried out both as part of a computer-
technical examination, and directly to investigators
as part of an inspection of the device. To do this, the
investigator needs to install a program that provides
indexed search on his work computer, connect the
device under investigation to it and use the program
to download the array of messages to be investi-
gated to his computer, after which he will conduct
his research by indexing. Modern programs have a
fairly user-friendly interface that is understandable
to everyone, and do not require special knowledge
that goes beyond the skills of an ordinary user. Of
course, such actions cannot always be carried out by
an investigator, since access to the data on the device
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is not always easy to obtain, and if this requires spe-
cial knowledge, the device must be sent for examina-
tion. The found messages should be recorded in the
inspection report or in the expert's opinion. The elec-
tronic messages themselves must be transferred to an
electronic medium and attached to the case materials.

Indexing of electronic messages can greatly fa-
cilitate the search for the necessary information and
reduce the time for this search. Modern indexing
software does have serious capabilities, however, hu-
man participation is still the most important aspect,
since it is the person who makes the list of keywords.
Such compilation should be built in accordance with
a clear algorithm so as not to miss important words
and information. Limiting the range of words, you
are looking for will not only help you focus on im-
portant evidentiary information, but will also help
you avoid violating the rights of the author of the in-
vestigated messages.
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